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NOTICE OF PRIVACY PRACTICES

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED
AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY.

Effective Date: 09/01/2017

Our Commitment to Your Privacy

The Jewish Social Service Agency (JSSA) understands the importance of keeping your personal and health
information secure and private and will take appropriate steps to attempt to safeguard any medical or other
personal information that is provided to us. JSSA is required by law to provide you with this notice. This
notice informs you of your rights about the privacy of your medical information and how we may use and
share that information.

The Privacy Rule under the Health Insurance Portability and Accountability Act of 1996 and its implementing
regulations (“HIPAA”) requires JSSA to: (i) maintain the privacy of medical information provided to us; (ii)
provide notice of our legal duties and privacy practices; and (iii) notify affected individuals if a breach of
unsecured protected health information occurs. JSSA must abide by the terms of our Notice of Privacy
Practices currently in effect.

Who Will Follow This Notice

This notice describes the practices of JSSA employees, staff, consulting psychologists, psychiatrists, students,
interns, and other direct care givers, as well as volunteers, who may be providing office, home-based, or
community services on behalf of JSSA. These individuals may share medical information with each other for
the treatment, payment, and health care operation purposes described in this notice.

What Types of Information Do We Collect
In the ordinary course of receiving treatment and health care services from JSSA, you will be providing us
with personal information such as:

e Your name, address, phone number, social security number, and date of birth

e Race, ethnicity, gender identity, primary language, and how well you speak English
e Information relating to your medical history and/or family medical history

Your insurance information and coverage

Information concerning your doctor, nurse, or other medical providers
Employment information

Household size and income

In addition, we will gather certain medical information about you and will create a record of the care
provided to you. Some information also may be provided to JSSA by other individuals or organizations that
are part of your “circle of care” —such as your referring physician, other doctors, your health plan, and close
friends or family members.

How Do We Protect the Privacy of Your Personal Information?

Keeping your information safe is one of our most important duties. We limit access to your personal
information to those who need it. We maintain appropriate safeguards to protect it. For example, we protect
access to our buildings and computer systems. Our Privacy Officer also ensures that our staff is trained on our
privacy and security policies.
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Individual Rights

You have the right to ask for restrictions on the ways we use and disclose your health information for
treatment, payment, and health care operation purposes. You may also request that we limit our disclosures
to persons assisting in your care or payment for your care. JSSA will consider your request, but we are not
required to accept it, unless the request is to restrict disclosure of your health information to a health plan
for carrying out payment or health care operations related to a health care item or service for which you, or
someone on your behalf (other than the health plan), has paid JSSA in full.

You have the right to request that you receive communications containing your protected health information
from us by alternative means or at alternative locations. For example, you may ask that we only contact you
at home or by mail.

Except under certain circumstances, you have the right to inspect and copy medical, billing, and other records
used to make decisions about you. If you ask for copies of this information, we may charge you a fee for
copying and mailing.

If you believe that information in your record is incorrect or incomplete, you have the right to ask us to
correct the existing information or add missing information. Under certain circumstances, we may deny your
request, such as when the information is accurate and complete.

You have a right to receive a list of certain instances when we have used or disclosed your medical
information. We are not required to include in the list uses and disclosures made for: (1) treatment, (2)
payment for services furnished to you, or (3) health care operations. We also are not required to include in
the list uses and disclosures (1) made to you or to individuals involved in your care, (2) you give us written
authorization to make, (3) for directories, (4) for disaster relief, (5) for national security/intelligence
purposes, (6) to correctional institutions/law enforcement officials, (7) made as part of a limited data sets,
and (8) made more than 6 years ago, among others. If you ask for this information from us more than once
every twelve months, we may charge you a fee.

You have the right to receive language assistance services, free of charge. To request language assistance
services, please reach out to one of JSSA’s workforce members, such as an administrative assistant, therapist,
psychiatrist, or nurse, or call 301-816-2633 for assistance. Additional information about language assistance
services is provided later in this Notice.

You have the right to receive a copy of this notice in paper form. You may ask us for a copy at any time. You
may also obtain a copy of this form at our web site (www.jssa.org).

To exercise any of your rights, please contact us in writing at: Jewish Social Service Agency, 200 Wood Hill
Road, Rockville, MD 20850, Attn: Privacy Officer. When making a request for amendment, you must state a
reason for making the request.

Changes to This Notice

JSSA reserves the right to make changes to this notice at any time. We reserve the right to make the revised
notice effective for personal health information we have about you as well as any information we receive in
the future. In the event there is a material change to this notice, the revised notice will be posted. In
addition, you may request a copy of the revised notice at any time.
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Complaints/Comments

If you have any complaints or comments concerning our privacy practices, please contact us in writing at:
Jewish Social Service Agency, 200 Wood Hill Road, Rockville, MD 20850, Attn: Privacy Officer, or you may call
301-838-4200. You may also use JSSA’s anonymous Compliance and Ethics Hotline which can be accessed by
the internet at www.lighthouse-services.com/jssa, by calling the toll-free number at 1-844-600-0056, by
emailing reports@lighthouse-services.com, or by faxing your concern to 1-215-689-3885.

In addition to these avenues, you may also report a complaint or make a comment to: Secretary of the
Department of Health and Human Services, at 200 Independence Avenue, SW, Room 509F, HHS Building,
Washington, D.C. 20201 (e-mail: ocrmail@hhs.gov). You may also contact the Secretary by calling the toll free
number at 800-368-1019.

YOU WILL NOT BE RETALIATED AGAINST OR PENALIZED BY US FOR FILING A COMPLAINT.

To obtain more information concerning this notice, you may contact our Privacy Officer at the Jewish Social
Service Agency, 200 Wood Hill Road, Rockville, MD 20850, 301-838-4200.

How JSSA May Use and Share Your Information for Payment, Treatment, and Health Care Operations

JSSA may use and disclose personal and identifiable health information about you for a variety of purposes.
All of the types of uses and disclosures of information are described below, but not every use or disclosure in
a category is listed.

e Required Disclosures: JSSA is required to disclose health information about you to the Secretary of
Health and Human Services, upon request, to determine our compliance with HIPAA and to you, in
accordance with your right to access and right to receive an accounting of disclosures, as described
above.

o Treatment: JSSA may use and share your personal information with health care providers for
coordination and management of your care. Providers include: physicians, hospitals, and other
caregivers who provide services to you. For example, we may discuss your medications or test results
with your physician. For mental health (psychotherapy) services only, JSSA will obtain your written
consent and/or authorization as specified in Maryland, D.C., or Virginia state laws to disclose your
personal health information for treatment.

e Payment: JSSA may use and disclose health information about you to bill for our services and to
collect payment from you or your insurance company. For example, we may need to give a payor
information about your current medical condition so that it will pay us for services that we have
furnished you. We may also need to inform your payer of the prescribed treatment that you are
going to receive in order to obtain prior approval or to determine whether the service is covered.

e Health Care Operations: JSSA may use and disclose information about you for the general operation
of our business. For example, we sometimes arrange for accreditation organizations, auditors, or
other consultants to review our facilities, evaluate our operations, and tell us how to improve our
services. We may use and disclose your health information to review the quality of services provided
to you.

e Public Policy Uses and Disclosures: There are a number of public policy reasons why JSSA may
disclose information about you, which are described below.

JSSA may disclose health information about you when we are required to do so by federal, state, or local law.

JSSA may disclose protected health information about you in connection with certain public health reporting
activities. For instance, we may disclose such information to a public health authority (or an official of a
foreign government agency that is acting in collaboration with a public health authority) that is authorized to

Page 3 of 8
©2017 JSSA. All rights reserved. Proprietary to JSSA.



[Ssa

collect or receive protected health information for the purpose of preventing or controlling disease, injury, or
disability. Public health authorities include state health departments, the Center for Disease Control, the
Food and Drug Administration, the Occupational Safety and Health Administration, and the Environmental
Protection Agency, to name a few. We also may disclose an individual’s health information to a person who
may have been exposed to a communicable disease.

Finally, we may release health information to an employer who has asked us to evaluate you in connection
with medical surveillance of its workplace or whether you have a work-related illness or injury.

We may disclose protected health information to a person subject to the Food and Drug Administration’s
power for the following activities: to report adverse events, product defects or problems, or biological
product deviations; to track products; to enable product recalls, repairs or replacements; or to conduct post
marketing surveillance.

JSSA also is permitted to disclose protected health information to a public health authority or other
government authority authorized by law to receive reports of child abuse or neglect. We may disclose
protected health information where we reasonably believe an adult patient/client is a victim of abuse,
neglect, or domestic violence and the individual authorizes the disclosure or it is required or authorized by
law.

JSSA may disclose health information about you in connection with certain health oversight activities of
licensing and other health oversight agencies which are authorized by law. Health oversight activities include
audit, investigation, inspection, licensure, or disciplinary actions, and civil, criminal, or administrative
proceedings or actions or any other activity necessary for the oversight of (1) the health care system, (2)
governmental benefit programs for which health information is relevant to determining beneficiary eligibility,
(3) entities subject to governmental regulatory programs for which health information is necessary for
determining compliance with program standards, or (4) entities subject to civil rights laws for which health
information is necessary for determining compliance.

JSSA may disclose your health information as required by law, including in response to a warrant, subpoena,
or other order of a court or administrative hearing body, or to assist law enforcement to identify or locate a
suspect, fugitive, material witness, or missing person. Disclosures for law enforcement purposes also permit
us to make disclosures to provide evidence of criminal conduct that occurred on JSSA property, about a crime
when responding to a medical emergency, about victims of crimes, and about the death of an individual,
among others.

JSSA may disclose your protected health information for legal or administrative proceedings. We may release
such information upon order of a court or administrative tribunal. We also may release protected health
information in the absence of such an order and in response to a discovery or other lawful request, if efforts
have been made to notify you or secure a protective order.

If you are an inmate, we may release protected health information about you to a correctional institution
where you are incarcerated or to law enforcement officials in certain situations such as where the
information is necessary for your treatment, health, or safety or the health and safety of others.

JSSA may release a patient’s health information to (1) a coroner or medical examiner to identify a deceased
person, determine the cause of death, or perform other duties authorized by law, and (2) funeral directors.
We also may release personal health information to organ procurement organizations, transplant centers,
and eye or tissue banks, if you are an organ donor.
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JSSA may release your health information to workers’ compensation or similar programs, which provide
benefits for work-related injuries or illnesses without regard to fault.

Health information about you may be disclosed when necessary to prevent a serious threat to your health
and safety or the health and safety of others or to apprehend an individual who has admitted participation in
a violent crime or has escaped from a correctional institution or from lawful custody.

If you are a member of the Armed Forces, we may release health information about you for activities deemed
necessary by military command authorities. We also may release personal health information about foreign
military personnel to their appropriate foreign military authorities.

Finally, JSSA may disclose protected health information for national security and intelligence activities and for
the provision of protective services to the President of the United States and other officials or foreign heads
of state.

Business Associates: JSSA sometimes works with outside individuals and businesses who help us operate our
business successfully. We may disclose your health information to these business associates so that they can
perform the tasks that we hire them to do. Our business associates must promise that they will respect the
confidentiality of your personal and identifiable health information.

Disclosures to Persons Assisting in Your Care or Payment for Your Care: JSSA may disclose information to
individuals involved in your care or in the payment for your care. This includes people and organizations that
are part of your “circle of care” — such as your spouse, your doctors, or an aide who may be providing
services to you. We also may use and disclose health information about a patient/client for disaster relief
efforts and to notify persons responsible for a patient’s/client’s care about a patient’s/client’s location,
general condition, or death. Generally, we will obtain your verbal agreement before using or disclosing health
information in this way. However, under certain circumstances, such as in an emergency situation, we may
make these uses and disclosures without your agreement.

Appointment Reminders: JSSA may use and disclose medical information to contact you as a reminder that
you have an appointment or that you should schedule an appointment.

Fundraising: JSSA may use your protected health information to contact you in an effort to raise funds for
our operations. You have the right to opt out of receiving fundraising communications.

Other Uses and Disclosures of Personal Information

JSSA is required to obtain written authorization from you for any other uses and disclosures of individually
identifiable medical information other than those described above. In most cases, JSSA is required to obtain a
written authorization from you before making any use or disclosure of psychotherapy notes, before making
any use or disclosure of your medical information for marketing purposes, and before selling your medical
information in exchange for direct or indirect payment. If you provide us with such permission, you may
revoke that permission, in writing, at any time. If you revoke your permission, JSSA will no longer use or
disclose personal information about you for the reasons covered by your written authorization, except to the
extent we have already relied on your permission.

STATEMENT OF NONDISCRIMINATION
JSSA complies with applicable Federal civil rights laws and does not discriminate on the basis of race, color,
national origin, age, disability, or gender identity. JSSA does not exclude people or treat them differently

because of race, color, national origin, age, disability, or gender identity.
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JSSA:
* Provides free aids and services to people with disabilities to communicate effectively with us, such
as:
o Qualified sign language interpreters; and
o Written information in other formats (large print, audio, accessible electronic formats,
other formats).

¢ Provides free language services to people whose primary language is not English, such as:
o Qualified interpreters; and
o Information written in other languages.

If you need these services, call 1-301-816-2633. If you believe that JSSA has failed to provide these services or
discriminated against you on the basis of race, color, national origin, age, disability, or sex, you can file a
grievance with: Jewish Social Service Agency, ATTN: Compliance Officer, 200 Wood Hill Road Rockuville,
Maryland 20850, 301-610-8303 (phone), 301-309-2596 (fax), bturner@jssa.org (email). You can file a
grievance in person or by mail, fax, or email. If you need help filing a grievance the Compliance Officer is
available to help you.

You also can file a civil rights complaint with the U.S. Department of Health and Human Services, Office for
Civil Rights, electronically through the Office for Civil Rights Complaint Portal, available at
https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at: U.S. Department of Health and Human
Services, 200 Independence Avenue, SW Room 509F, HHS Building Washington, D.C. 20201, 1-800-368-1019,
800-537-7697 (TDD). Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html.

ENGLISH
ATTENTION: If you speak any language other than English, language assistance services, free of charge, are
available to you. Call 1-301-816-2633.

SPANISH
ATENCION: si habla espafiol, tiene a su disposicidn servicios gratuitos de asistencia lingiistica. Llame al 1-
301-816-2633.

CHINESE/MANDARIN
AR AUREEAERE T P LR B SE S TREIIRTS - FAELEE 1-301-816-2633

FRENCH
ATTENTION : Si vous parlez francais, des services d'aide linguistique-vous sont proposés gratuitement.
Appelez le 1-301-816-2633.

, 90 K& AHIAE 222 0|26t4! 4= JUSLICH 1-301-816-2633

[o]]

VIETNAMESE
CHU Y: Né&u ban ndi Tiéng Viét, cé cac dich vu hd tro ngén ngir mién phi danh cho ban. Goi sé 1-301-816-
2633.
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1-301-816- L .23l (oa abl 8 Ladi (510 Y8 oy ey L) g (S KR )8 (L) 40 Rl da g
A8 lai2633
TAGALOG/FILIPINO
PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng mga serbisyo ng tulong sa wika nang
walang bayad. Tumawag sa 1-301-816-2633.

RUSSIAN
BHMMAHMWE: Ecnum Bbl rOBOPUTE Ha PYCCKOM A3bIKe, TO Bam AOCTYNHbI HecnnatHble ycayru nepesoaa.
3BoHuTe 1-301-816-2633.

HINDI
ST & T 3T Yy AT § qr A9k (70 {FT | ATHT HSqT 9aT0 3T gl 1-301-816-2633

T Fie Y|

PORTUGUESE
ATENCAO: Se fala portugués, encontram-se disponiveis servigos linguisticos, gratis. Ligue para 1-301-816-
2633.

GERMAN
ACHTUNG: Wenn Sie Deutsch sprechen, stehen lhnen kostenlos sprachliche Hilfsdienstleistungen zur
Verfiigung. Rufnummer: 1-301-816-2633.

ARABIC
“816-301- 15815 pucall Ciila i 5 o8y Josil  lavally cll il 55 2 galll e Lusall lada ol cialll_S3) caaati i€ 13 -ada sala
2633

URDU
S JS L G i (e e lead (S a3e S L) S G oo e syl Gl K1l :21-301-816-2633.

FRENCH CREOLE
ATANSYON: Si w pale Kreyol Ayisyen, gen sevis éd pou lang ki disponib gratis pou ou. Rele 1-301-816-2633.

GREEK
MPOZOXH: Av phdte eAAnvika, otn 81aBeon oag Bplokovtal UTNPECLEC YAWGCGOLKNAC UTTOGTAPLENG, OL OTOLEG
napéxovral dwpedv. KaAéote 1-301-816-2633.

GUJARATI
YL ool dH 95rUAL oAl Sl dl ALYAS HUML UGS AAAL AHIZL HIZ GUEDH 89, 5l 52 1-301-816-

ES

2633.

HEBREW

DOWIR T2V - PEAMDIRY XINT—92 por ool 2

21N OY M3 FOW NOYAIRA, 27N

oW

X729 70WA% sMPWw 21N 0w 2% OX2 737 1217 1Ay, DR
1-301-816-2633 o1>wn . RIR Wwpna ?
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AMHARIC
DFOF: 001541 RIR ATICT Mt FCHI° AC/T SCBBTE N1R ALTHPT AHIBTPA: DL TINtAD- ¢TC LLD-(v 1-
301-816-2633.

BENGALI
Ty FHA: IM AN IRAL, FAT IO M@, ©RE [ F:AFET ©F NFe] A[AEIT OFTd: A& (HF
FPd 4-301-816-2633.

Revised 8/23/2017
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